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The COVID-19 pandemic has created new challenges for the different industries, in order to 
continue operating and maintaining their productive activity. In this sense, technological resources 
and especially communications, as is the case of the internet, have obtained a superlative 
importance when facing the health emergency that we are experiencing today. 
 
 
Cybersecurity 
 
 
Technology well used can be a very important asset, as long as it is used appropriately. 
 
In times of teleworking and when communication networks are more demanded than ever, there 
have been more and more cases of computer security incidents, ranging from the impersonation 
of email and identity to theft of sensitive private information. 
 
In this context, two tools emerge that although we were already using them, now with greater use 
of networks and the increase in time we spend on them, they become essential, these tools are 
antivirus and firewalls. 
 
However, they must be operated by users and it will be part of the responsibility of their 
headquarters, to be constantly delivering training and updating these tools, along with protocols 
that help users interpret and be able to indicate when there is activity suspicious. 
 
This is not minor since /i/ the antivirus will defend us against potential email attacks, with malware 
inside attachments, links with redirection to another internet site where, we could be infected with 
a Trojan virus; and /ii/ the firewalls, will contain the attempts of external users, who try to enter 
our network without the due authorization. 
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In our times, many of these attacks may be related to COVID-19 and efforts to stop it. It is normal, 
because hackers are always looking for a way to divert the user's attention from the danger of 
hacking through a theme or bait that hides the hook. For this reason, it is key that users today 
know how to distinguish, evaluate and act against these types of incidents, protecting themselves 
and their employer. 
 
Some recommendations to strengthen and face the new context in cybersecurity are for example: 
 

• Provide training in the use of software tools and updating, in relation to the methods that 
are being used to circumvent the cybersecurity of the company. 

• Educate and update users, and regularly carry out test drills to verify the effectiveness of 
the training and updating provided. 

• Implement multi-level security. 

• Avoid being permanently connected to the network, this will reduce the opportunity of 
being able to enter it by someone not authorized. 

 
Teleworking 
 
Teleworking is undoubtedly an alternative that has been developing for some time but without 
much enthusiasm, the current health contingency has given priority in its implementation. 
 
This tool, during the present pandemic, has allowed different industries to keep their operations 
working, although not without the risks inherent in the technology that supports teleworking. 
 
As this is a form behind the distance and through the use of technological platforms that use 
telecommunication and the Internet, the security conditions are different from those in the physical 
place where the company's work activities normally took place. 
 
In this sense, the Computer Security Incident Response Team of the Ministry of Interior (CSIRT), 
has issued a Safety Protocol for Remote Work in which various measures are referred to prevent 
and mitigate the risk of teleworking. Some of these measures are for example: 
 

1. Recommendations users of the systems. 
 
a) Avoid connecting to the internet from public Wi-Fi to the institutional network. 
b) Reinforce in users the need to be alert to suspicious emails and fraudulent acts, since 

CSIRT has seen an increase in phishing and spear phishing in recent times. If you 
have any doubts or suspicions from the official about a threat, you should contact the 
person in charge of your cybersecurity / IT / support area. 

c) Inform officials or employees of internal information security policies, such as use of 
mobile devices, use of personal equipment, deletion of data and confidential 
documentation, as well as clean desk policy 

d) If using a shared team at home, create a specific new profile to work with. 
e) Have remote connection equipment outside the office with updated software and 

operating system. 
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f) Have remote connection computers outside the office with antivirus software. 
 

2. Institutional Recommendations: 
 

a) Use a VPN connection since, through it, a secure (encrypted) remote connection to 
the institutional network is established. 

b) Ensure the physical security of the remote work site, considering the physical security 
of the building and the local environment. 

c) Establish an official communication channel with the support area for solving technical 
problems of users; establish official communication channels for the communication 
of the work team and leadership. 

d) Avoid installing corporate software on personal computers. It is recommended to 
install them on institutional computers or enter through remote desktop via VPN. 

e) Warn officials that institutional and personal equipment used to work remotely is 
subject to audit. 

f) Establish security measures as a double factor of authentication both in institutional 
mail and in the platforms used to work. 

g) Review the policies and procedures to avoid disputes regarding intellectual property 
rights developed on privately owned equipment. 

h) Establish a definition of the work allowed, the hours of work, the classification of 
information that can be held and the internal systems and services to which the 
teleworker is authorized. 

i) Establish the revocation of authority and access rights and the return of the equipment 
when the remote work activities conclude. 

 
Finally, teleworking today is regulated today by Law No. 21,220, which has modified the Labor 
Code, incorporating in it a new chapter entitled "On remote work and teleworking", which regulates 
both modalities. At Palma Edwards Veszpremy we are constantly analyzing what's new in this 
dynamic and top-priority topic for company operations and security. 
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